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2.2 OCCUPATIONAL PROFILE
Name

software security

Alternative
Names
NQF Level CVT

Complex e Introduce Security concept

Tasks e Programming

e Penetration Testing

Description of | The graduate is expected to

the e Master the basics of any programming language structure. variables,
Occupation mathematical operations, conditional controlling components, looping
components, arrays, functions

web-development techniques in client side that use HTMLS5, CSS, and
JavaScript as web development essentials

Database basics; SQL and Server side programming.

Vulnerability in programming languages

Investigating the system and implementing network penetration testing
Distinguishing the tools, techniques used to exploit vulnerabilities, and how
to defend against attacks

planning, reconnaissance, scanning, exploitation, post-exploitation, and
result reporting

exploring remedial techniques

develop an excellent ways that user, administrator, and programmer errors
can lead to exploitable insecurities

Complexity of
the
Occupation

Responsibility:

Plan, test and implement advanced software security techniques in
compliance with technical reference architecture

Organize on-going security testing and code review to improve software
security

Detect, troubleshoot and debug issues that arise

Prepare engineering designs for new software solutions to help mitigate
security vulnerabilities

Participate in the team's work at all levels of the architecture

Prepare and maintain technical documentation

Provide help and consulting to team members on secure coding practices
Stay informed about new tools and best practices of the industry

Autonomy:

They take care of customers’ demands, show initiative, communicate adequately
with customers and advice customers regarding design and materials, appropriate




accessories and styling.

Flexibility:
o Preparing estimates and budgets.
« Creating accurate project specifications.
« Designing engineering experiments.
« Creating technical reports for customers.
o Completing regulatory documents concerning safety issues.

Core Competencies:
e Showing criticism ability (active and passive)
e Good communication skills
e Meticulous attention to detail
e Dealing constructively with conflicts,
Responsibility and sense of duty
e Positive attitude towards Lifelong Learning
e Positive attitude towards tasks, work and life

Career A person with software security technology qualification shall be able to work in the
Options following places:
e It companies
e Banks
e Companys
Universities
Military institutions
Police departments
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70 Introduction of Security concept
165 programming

165 Penetration Testing

4.1 Introduction of Security concept

Introduction of Security concept
Module: 1 Time duration: 70
Goal Description

The aim of this module is introducing the trainer to

Introduce participants to Awareness necessity Define Malwares characteristics and definitions
Define the concept Social engineering Explain the concept of network Sniffing DDoS and Define
the concept Reconnaissance and its tools.

Furthermore this module will concentrate on some soft competences such as: Showing criticism
ability (active and passive), Acting upon rules of team work and Analyzing customer needs

Contents:

e Malwares characteristics
e Social engineering
e network Sniffing DDoS

e Reconnaissance




4.2  Networks & Communications Security

Networks & Communications Security




Module: 2 Time duration: 165

Goal Description:

The expected goals of this module to be achieved are
e Master the basics of any programming language structure. variables, mathematical
operations, conditional controlling components, looping components, arrays, functions
Web-development techniques in client side that use HTMLJ5, CSS, and JavaScript as
web development essentials
Database basics; SQL and Server side programming.
Vulnerability in programming languages

And some more soft competences expected to be gained by studewnt by the end of this module
such as:

Attention to Detail.

social responsibility

Good communication skills

An Understanding of Hacking

Contents:

e programming language structure
e HTML5, CSS, and JavaScript
e Database basics

4.3 Cloud Computing & Virtualization Security

Cloud Computing & Virtualization Security




Module: 3 Time duration: 165

Goal Description
The expected goals of this module to be achieved are

Investigating the system and implementing network penetration testing

Distinguishing the tools, technigues used to exploit vulnerabilities, and how to defend against attacks
planning, reconnaissance, scanning, exploitation, post-exploitation, and result reporting

exploring remedial techniques

develop an excellent ways that user, administrator, and programmer errors can lead to exploitable

insecurities
And some more soft competences expected to be gained by studewnt by the end of this module such as:

A forensic approach to challenges

criticism ability (active and passive),

self-assurance

Initiating, responding and committing oneself to social relationships,
,Strong IT skills and knowledge including hardware, software and networks

Contents:

e network penetration testing
e remedial techniques
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