s .. Canadian Lutheran o >
] i World Relief Canada

FEDERATION

GRIT
NS JOR

Infrastructure Security

LY e sl s oo e Y] auiins Y laaYl ) sdiall 38 6 3 sell Jiiais dariindl] Ciliewd) )
JAiS Lo g8 i ha

“The designations employed and the representation of material in this
publication do not imply the expression of any opinion whatsoever on the part
of the Government of Canada.”

2023 (AU (i Eyaas A




doddol!

e 4815l caaill & allall (o i sl SLatY) odiny ) (5l g 5 st IR e rladall 13y gkt 3
S A S (e ety 5 Al 4 3 1) A2 Y

acd JMA (e Al el y A il Famll 3 A (e sl 8 daabead) 1) 5ol e Cangs
A3 iy 5 el cu il adal) (b B AS jLkall e ) <l 53 oLl @y b Ly oLl
Al Jaall 5 ks gl Y

caats A elal) (s 5y el Alldadd) Y ama a1 8 Aiiall cilaaill Aaiud g 5l g 5 e s
pladll () Jsea gl dagaan () ALEYL dpubidl ) 4 plall g 48 5 e laia¥) i gl (g
Aigal) il el gy () Jsa sl elatll S 30l 5 () g s pdall dae 5 LS a8l 5 gl o il
alks Jaali ) ALl 138 (8 gl Cilaliia) ae pe D & 5 pdall DA (e Loy ohat 23 3 5 daliaal)

(il (5 A8le ) @l 63 elull g Lol Culalia 401 855 Jiga cy )i g aala

g sl Alaiud eV Cpmy 38U Jaad) (3 g Adasi ye (gl @ 5 el VA (e B23we I LAy ghai o

Sl all cuouill g aideil) S) e & cBeY) il gd slull s elul) o JSI A sadill 5 e laia)
S el 038 (s3a) & avaaill 5 delhall Aige A a0 Qusil) I b Lay e jall ddall b ddagiusall
& soball 138 JOA e Ly sha




LS i Jand) (8 gaun (A il (S JLdial) Ageall £ i plaid

s Jary () s 5al) aaal

S a)

Glz

Okl Ul v

ETVTC

HHCT

GLOE CO.

LWF

wase da

SPARK

6 sbomal) diga

Lﬁ)‘éﬁ ew“ :‘-J35

Uil ede

e Saa A4S 5

‘_',..Aw)mu

sl L SIS 55535 50 48 55

Siomasll s L SISl 55505 5048 58

ilia) g8 2 g gly Juald (gald

QJ}..M_ESS\QS}Z

dile uia

PALTEL

PALTEL

e slaall L sIS5 cilanal] o sb jinall 48

PITS s yinal

S Gl e

PITS )58 siaal

M\ c.\A‘} Aaal

it Lﬁ\/& @

EEEN{ IR




AR 5 (Agal) G paill g anladl) 8 AUCY o adlBY) Gy jaill 5 aglecil

iadia 1.1
O s Cupantl Al 5 58 5l 8l gl Guy il g andeill dda gl Aas) i) Calaal g Ay, S
o8 Aliaiall Allaay) ol Y sl s oplandd & 8 5 gl Gy i) g anledl] ol

Caial 8 Fain g A LaS el o 30U i3l all (3 s el gl Jaall (3 g cilillia JLSid @
3 el i LY 5 ¢l igall
Jiotal 3 Jeld JS A8 jLaall ¢l da O CLUSH puea ey ¢ ] pall oaial) aladiud
Bl agiige & Gueal) £1aY)
s chiigall s L0 Ayl b paiil) by slall 520 o aiosall lail) dlee 8 ALl O ae
LaiBY) Apali (B agaw Cumy faaiaall G358 a5 Adgsae Jpgdl ebacl Jall
A5 Al Al )b a2l Yl aaiaall
D) (sl Sy Teliall 3 i ol s igall cusaill 581 e) Fuaadiall il all unli
Gl s adarl) Aanl Y &S all Uladll 2855 8 Loasa T ¢l puigall aulail sy pail plas
Jandl (3 gud 53055001 graliall (3ai g Capand sy shai lld b Lay ¢l 5 igall

ralail) (alaidy) g dla ) 1.2
Class 3a e Lgr palall & i) o L8l 5] Ul (A ((Madl aalil) cadedll 5 43 53l (Janll) 30 55 IS (55
Gl Y L ¢zaliall 283 53 s (e s aliall alaie ) 5y odai e A shusa o A8 5 gl Gy il 5 anledt]
1 5 gl oyl g aslel] ) il

A,hiS alall adadll o Ayigall 48 el Jany 1) g Sgall o)l 5 aaledll 3S) e (aliatial g Alls ) S 5
A Aigall CUUST A gell) Lpailll oyl zedl) e o g Gudanddl) Gl ) e
(s Bl A8 yin) S Apigall LS (gt g dpat | gl Gl 5 adeill w1 jeaiell
Jadl) Masl e a5 e, Ll Asgal) AN oy A laial 5 4 s S aa Lgtin gl e s cJanll
ol 2y Laiyy sladl s Jand) il e ) aBle JSE ol lgall 5 A prall saadai s Ja5 ¢l ¢"aiDlall
de giia il (A G AY) ae 2D R delal) el jadl (s peal Zoelaial g 45058 A s

OISl Ja g 48 ) clallaiall Al 5 ccangd) 3aiat Jans 8 o yuaill (3 yha 55 0 D) SIS

Dl a1 Agall aliall e Cusads g 24k ety i3a il BAGS) a3 04 Vg
VA o ALl Rl AU a1 il R oty Aacdell il ol ol i Ly c3m 5
@i 3 LUSH mpen ulae 2y (5315 «lSH ila gl LY pe 4880 gial) M 5l e J anal)

bl el Uil

(88 9 (igeal) u i) g anledl) il 1.3
s i g WA g gl g 48 jaall 83 1) 83 g (igeall cu paill g auletl) Chagy




Gl agaddsi 3u3a3 ae GlEYI 5 S e DAL aaEiall 5 ) cu ol gl agledtll
4 sy Caat ) Glaliall g il 3 LAl s Ll ged s agilaliin¥ (ald Alaia) elac)
ABLeY) 5 el g o luil) Lgga 55 ) clpaail) (adYL sall
bl el agandes et DUl aniall bl gl G 5l 5 anlacil
Ao laia¥) s dpad i) AN o A5 ALSH (Lo gand 1 gl 401
sl iYL s3aT cadinally Jand) (3 sl b paiall clillaiall pe Jaledl) & dyigall 355 pall
(Bhad) e alxdll) Sties dyiga s Apadid 4paki 8 o) a0V e o1 53 gl s il 5 4
et 8 daalually aainall 8l siie eliaclS Capuaill o o) 81 ool 50l 4 )
il

10 A g Ageal) qu il g andatl) Classa Ao il oda ) Jgua sl

Jaill ala 3 22Y digall LYy gl pony Ly piilagi i o

Y igal) Jlaally Jaati (5 AT LS gl Ganadill 4y slladl) LUSH 25 55 o

et Gy dlall Adlidal ol sall g ol HlieWL 38U e de gtie el i e
il 5 Jasdl (§ g ilillaia
e Jiiae JS3 dalaill e (a8 (Lld cplgiuse paladl ) Jsaill g DUl oS
Sall 53 e abetll b 1 A1 5 e Jonlly Ailail) ol 5 dlgio Anadl ayand) ciyanl
OSY) 538 (a5 paall s ABle Y (5 53 GOl 5 eluill ae s
sy Alaidl) il bea Lol G, cdldly Aaall Lnd Jpn fllall 5 il o
Az sl) Bladl (8 agS sl 5 3 LA

GBI O g geal) il 5 andatl) Clasc’sa A calad) paslill g (igeall Lgualialid) (oo 5 3285
Jadiiy (oS LaiaY g (igeal) ity Bl Ayl Lsh )

Alladly Jaiall Gl e




Llaa o Gajall 4w cigll s aaly alle 8 CEEN 5 gl g ol U aludl ilal)
Agida gll 5 dyall 5 A8l 4 5l
Y Bt Jlaa 0
Al 3 ) sl Axglall e Alilaall
il Qo) Clause A Jadll o adinal) abail) cililes g LS Gulad o Gu il g anbadl) i catlay
AUl L 1) (5 3lsall Alaic ) g Cul/cyalla gl g 310y e Lal i) Y g
A gl i) RSN Gulat b ) 5 gl a5 adeill TauluY Aagdl ) o
Ly il g3l 508 5 LeiilSa) 5 L ) g SOl 8D 5 gl Gyl 5 aleil) s e e @
& sl e aladiul JOA e XS dpalail) Call pall Gadall (See S5 Juaily
oakall g ladll aa g s ,AY) 5 gl Cag il 5 andeil) il 5
Sl S Al haddll alaill Gliagie s Ladie i/l g Gl/aalaall ) gn judy
Galee (sl pgiSly A ymall 158 | paan | gud G/ s paall 5 /s yaal)3/plaiall
Ol glaall 5 Clagdedll (aje MR (e @l jlgall sl A paall G galeall e e aledl)
Gy Cun Al Ay gpud) i ualall il G CS e ale IS
ety Anialy QL (30 5k e clLlS)) G
Aoliadil) Daleill il gal) CaySs i A (e Apaal) 4@l G shail) rad Cany
Jaliy Blay) Jdo el G szlgdall e Jaadl Goad A Jd) 3dad Jal o
Sl g Apaill) Aalail) (i) gal) A gal ¢aldld) pURRY S Jd aa e aliiia (yglat g
Akda Jeo iy A Alaad) A jlaal) (e Al

MJA’JS\ sl 1.4
Aall @l dgal) G 2aaili aa 5 0 Al ) glaiall 313 g0 S8 5 Sgall Cupaill 5 addadll Coaa allaty
oSl (58 s JSy Alagi e 1l (gl il 5 aaledll Clise (B aladll G 135 Jard) (3 sus
bl Gn dalSyy (Jsed agiall oo pail) meill Alme gl Apad gaill alall A8 5all aleadl dad
A Caaglly Aaaall Jeall ol se (& Jaljall Agliie 585 Al dagall il dal e (e Gl
4y yhay LS G g a5 L1 Jiise (S5 algall 038 il 50085 5 analll g o1l g Jagdads (e DUl (Sl
e Clalgd a5 Led agSOUal (ya 2SH 5 agilal ansi L oy




Gl 8 e dualail) cila Al Coiayy 2aay daagiadl dudaalll Culas gl Calaal Caay o8 $Ua (s
aed A eyl gl 5 aleill Apaall by pail dgeny 51l foalaall aii aleiall ol e Ll Cang

) gall by ¢ pal Dl pa Glang ) W e Leluali & dohal Glasy e pleid) iy
O alxll) ol 51 bl ¢ nay Aigall Raanall 5 ad satll ApulisY) (ol sall b o 5 dpaladl
(J=) s
il 3y iy sl g ela¥) s Jagadill s e glaal) pan Jal e dpadeill Call gl o
Lo s
alaill) Ul Cayla (e Lld Jituse J<G0 Ay gllaall i) poes 2835 25 o Camy oSl G g
(J8) A e
caainall g Jandl 8 ARl L gallll agdl) sdiiadl Jee ¥l abedll Cljlee aien acdi of Gany
Y el pa) 5 Al 5 A i) 5 Apabeai®¥) 5 Al n 5Y) e O oy
e s Ol AGlay (6 e <l ABe saiall Jlee Y1y alaill Cildee paend 585 o i
i) o Lgilad Gl e Jlad) aend il 2y of cany
(G aa Jead) 63 dpelainl cililee 33kl Jae Y1 5 aledll Cllee aian (el Gl Gany
Al Ja g daling s Cilga s lasiad  Jual 5l
Bl bl O ans Cms S ey gl LUK Slad) ey (o )5 psede a Jadll e Sl ol
Al Jsa ) gaaiall alaill de giia (3 yka aladinly JLeall

Glad) ladll (593 Cpadlll s LBl ) ad A ge (Al (Sgal) il ardadll Clssie el ()
8t ~,_\s.ﬂ""’ I g ﬁ@.d o)l g addatill ol e :_\m” tad Anliad) dlead) ) pually A8l cubalaldl

O 51 e 5 el agad (g ¢ Aalhal) aan acay Sliie W) G bl o3 24T OIS (e da Lglaliaial
A il ags Al e ¢ S IS G 5 gall

LSty At
o) yie Apeli cdyigall CUSY A8 5ig ekl 8 EN eall upxilly aledl) Choa dad Gl
Aoagiall s e laia¥) 5 4y il 5 43l LSl

48 pal) aladind g Jgaad) o Adhll gl 3080 g 48 ) L o (i) ol Ul Chua g (Sa
bl Jga L) Al MAS) g Jubaddlly cilaghiall oo hadil)l dagll 13 el algal) Jad @i lgally
Ju o 5 akl) g guiliil) a9 anly cCma (o B A DU 10 el lad algal) 3dit g cclalasy)

A ol gl Jlaall Cran s gall (o gonal g (Uil Sl jlgeall g 4 jall

N I8 Gyl A Al oA A g 3 aAl Ll e (Laaddll) Ayl AU Chay ¢Say
A paddlly (gl Lay giilly cthially (@l i 138 ey g AENAY) Al Ll gy
48y il e sl 4 pdal) LU Glia ddadlg A Laia¥) Slall 8 43S L g o gd9 4les g




QQ@M\ &S‘éﬁw‘%\jbﬁ‘gmg quall g CLIL,\:.'\SU adudd g 283 CJEU"; Byl g il
Jags jal) gﬁ‘:ﬂ\ e\jﬂ“ﬁ\‘g a.u:\ﬂﬁ Gl gall g il a8l gl yiian g ) gally &l agadl) oo i<y o AY)
Ao i) L) (e 15 Ja IS ABNAY) 28l

Slo Al ) Lelaial AlBe gk & A 5 5,8l Ll Lo Lelaiay) LU iay (S
ped IS dmy g J a5 (Mo JSy e puall da g agh dpelaia¥) LUS) ol el 5 4] gl
Oe e 3 elBaal) 5 oS 5l g e Ba 35 el (8 ey ) pe aiSal) il sl 5 (33 8 Cpania el 5 (i 53l

ApelaiaY) 4l

Doy akeall s S Ja g aniil A 33U G5kl g Jils sl @l Ll e Aagrial) AWK Con oSy
e glaall dpaal) dgdill 5 5l aladio) A (e Glagball o Jpanl) & Lngiall 4T dalal)
33 gall Jlaca s saaaall algall Slail s cJanll Aadlall ulail) Jea Sl Al das) 5 Jadadsll 5 (LAYl
G o il 4 LAY e s al s daalerl) il gl skt QIS ety Lgaia ey il v

Aoagie LS gl 5 (A shaill & 3l

"infrastructure security " Zl4a 2

ke 2.1

palal) il gal galiall ghail 45 lnall Aulaall WBég " infrastructure security " glga skl al
Feiaall adall PR e 1" Akl oAl dyigal) S G8aT" i aed ay ARl gal) il g
Claa gl ady Jand) (§gm Lgalhaly LaS AU sl g Adgall ) galll 438 sall algall aran ypaalt
JudY Laars Wa gl el baay J< CilaY) Chayg adiyg Basaal) 48 sall algal) zlgdiall Adaail)
Ll g3 @i g () Ahaadl) il o Aallallisalaiall cipla (ha Lghial ol ¢ o dgllaia iUS 9 dus gala

LeRa caa) gl LS Saia Lia g adi Al cAdalail) CiBI gall A g calaill gl dpnd gai

LI il a5l 3 alad (il e (S5 Adaed 5an 5 JS ODIA (e Lt Con gy A1) I i
Apagiall y e Laial) 5 4y ) 5 4adl)




2.2 OCCUPATIONAL PROFILE
Name

infrastructure security

Alternative
Names

NQF Level
Complex Tasks Introduce Security concept

Networks & Communications Security
Cloud Computing & Virtualization Security
Wireless Networks Security

Description of | The graduate is expected to
the e Diagnose severity of WAN/LAN problems and make repairs with little or no
Occupation assistance
Works collaboratively on sensitive or critical projects and tasks exhibiting
complexity or operational risk
Develop network performance/security reports including compilation, analysis and
interpretation of results
Respond promptly to requests of internal and external clients; provide needed
information, assistance, and training resources
Be flexible, use ingenuity and imagination to solve complex problems, and
receptive to change
Understand, follow and apply documentation standards and requirements;
Work under pressure and meet tight deadlines
Communicate effectively in oral and written forms in technical and non-technical
terms to clients and staff
Learn new skills to keep current with technology changes
Maintain confidential and sensitive information
Work effectively as part of a team devoted to customer service
Respond promptly to requests of clients, both inside and outside the County Office
and provide needed assistance and support to clients
Plan, direct, and organize the work of assigned personnel
Provide advisory services to school districts IT departments
Think logically and pay close attention to detail
Administer day-to-day operation of networks
Work with numerous interruptions; IT Infrastructure/Security Manager Page 3 of 3
Adopted: January 11, 2016
Plan and organize work to meet priorities and time lines;
Attend seminar workshops - Specific to knowledge and expertise to keep skills and
knowledge current with industry trends
e Prepare and deliver effective oral presentations
e  Work additional hours during the week and/or weekend infrequently.

Complexity of
the
Occupation

Responsibility:

e Designs and architects complex highly available heterogeneous LAN/MAN/WAN
data and communication network infrastructure with dark fiber as well as
managed or lit Ethernet service, a variety of data transport media/mediums, a
wide range of service providers, diverse interface types, interior gateway
protocols, exterior gateway protocols, multiple ingress/egress paths to the
Internet, and satellite/branch office connectivity to hundreds of locations;




Establishes organizational wide standards for products, platforms, software,
hardware, or appliance based solutions related to network and communication
technologies that are adopted,;

Maintains routers, switches, firewalls, remote VPN connectivity, VolP/IP telephony
technologies, wireless networking, unified communication solutions, and other
network appliance offerings

Oversees the entire life cycle of technology solutions acquired including budgetary
expense planning, product demonstrations, comparative analysis, RFP/RFI
requirements/criteria/scoring, cost benefit analysis, annual ongoing maintenance
agreements/contracts for daily operation, future expense planning for
replacement/refresh, and the final retirement of and/or secure disposal of
anything in active production

Manages security of Consortium’s routers and servers from unauthorized intrusion
by either physical or by remote electronic means

Performs complex configuration on a variety of devices and/or platforms running
Cisco 10S, Juniper JUNQOS, Palo Alto Networking, and other similar offerings to
ensure proper system operation

Analyzes and troubleshoots the network logs and tracks the nature and resolution
of problems; monitors usage to ensure security of data and access privileges;
monitors data to optimize network performance; and resolves critical network
failures.

Autonomy:

They take care of customers’ demands, show initiative, communicate adequately with
customers and advice customers regarding design and materials, appropriate accessories and
styling.

Flexibility:
e Preparing estimates and budgets.
o Creating accurate project specifications.
o Designing engineering experiments.
o Creating technical reports for customers.

e Completing regulatory documents concerning safety issues.

Core Competencies:

e Showing criticism ability (active and passive)

e Working under pressure Concentration
A Desire to Learn
Dealing constructively with conflicts,
Responsibility and sense of duty
Positive attitude towards Lifelong Learning
Positive attitude towards tasks, work and life

Career
Options

A person with infrastructure security technology qualification shall be able to work
in the following places:

e It companies
e Banks

e Companys




Universities
Military institutions
Police departments
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4.1 Introduction of Security concept

Introduction of Security concept

Module: 1

Time duration: 70

Goal Description

The aim of this module is introducing the trainer to

Introduce participants to Awareness necessity Define Malwares characteristics and definitions
Define the concept Social engineering Explain the concept of network Sniffing DDoS and Define

the concept Reconnaissance and its tools.

Furthermore this module will concentrate on some soft competences such as: Showing criticism
ability (active and passive), Acting upon rules of team work and Analyzing customer needs

Contents:

Malwares characteristics
Social engineering
network Sniffing DDoS

Reconnaissance




4.2 Networks & Communications Security

Networks & Communications Security

Module: 2 Time duration: 110

as.

Goal Description:

The expected goals of this module to be achieved are:

access control to computer network

distinguishing weakness and security in routers and switches

transport formats and security measures used to maintain the integrity

authentication and confidentiality of the transmitted information over both private and public
communication networks

implementing different standards securities protocols

discussing and implementing AAA, IPS/IDS, VPN and PKI over Client/Server, routers, firewalls
practice of advanced applied systems and networking security, including security policies,
access controls, authentication mechanisms, IPS, VPN, NGFW and choosing, deploying,
supporting and troubleshooting all security devices

Practicing emerging networking techniques, inducing software-defined networking (SDN) and
network function visualization (NFV).

And some more soft competences expected to be gained by studewnt by the end of this module such

Working under pressure

Concentration

appropriate communication and appearance

Ability to seek out vulnerabilities in IT infrastructures

Contents:

access control

security in routers and switches
transmitted information
standards securities protocols
AAA, IPS/IDS, VPN and PKI
networking techniques




4.3 Cloud Computing & Virtualization Security

Cloud Computing & Virtualization Security

Module: 3 Time duration: 110

Goal Description
Goal Description
The expected goals of this module to be achieved are:

Explain the concepts of Cloud Computing, Virtualization and Computer Networks in general
defining CCV, cloud types and cloud service deployment models (laaS*, PaaS*, SaaS*),
creating virtual machines (VM) using Hypervisors (type-2), and understand Computer Networks
and IP Addressing

protect data stored online from theft, leakage, deletion, and methods of providing cloud security
identify major threats to cloud security include data breaches, data loss, account hijacking,
service traffic hijacking, insecure APIs, poor choice of cloud storage providers, and shared
technology with countermeasures

And some more soft competences expected to be gained by student by the end of this module such as:

A Desire to Learn

understanding and accepting role allocation

A deep understanding of how hackers work and ability to keep up with the fast pace of change in
the criminal cyber-underworld

Contents:

Cloud Computing

CCcVv

cloud types and cloud service
virtual machines (VM)

store data

threats to cloud security




4.4 Wireless Networks Security

Wireless Networks Security

Module: 4

Time duration: 110

Goal Description

The expected goals of this module to be achieved are:

e explore the wireless standards, authentication issues, common configuration models for commercial

versus institution

Installs and analyze the security concerns associated with ad-hoc and standards-based methods of

networking.

Implementing of, protocols, standards and security issues.

And some more soft competences expected to be gained by student by the end of this module such as:

e dealing constructively with conflicts,
e responsibility and sense of duty,
Team work

Accept other opinions

Ability to use logic and reasoning to identify the strengths and weaknesses of IT systems

Contents:

e wireless standards
e ad-hoc
e protocols
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