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2.2 OCCUPATIONAL PROFILE
Name

Endpoint security




Alternative
Names

NQF Level

Complex Tasks

Define Malwares characteristics and definitions, Define the concept Social engineering,
explain the concept of network Sniffing DDoS (define the concept of DdoS Define the
concept Reconnaissance and its tools

o Applied Cryptography

e Mastering Operating Systems Security

Description of
the Occupation

The graduate is expected to
e Build Windows and Mac images to create a standardized experience across the organization.
The Endpoint Engineering team deploys standardized applications using Microsoft
Application Virtualization. Endpoint Engineers use new tools to create innovative and
sustainable solutions.

Performing the required tasks Using different applications and programs to and stop
unauthorized interference, performing regular OS patch updates, Installing updated antivirus
engines and software, Scrutinizing all incoming and outgoing network traffic through a
firewall, Creating secure accounts with required privileges only (i.e., user management) and
BYOD (bring your own device) security
He or she is elaborating with some soft competences such as:

problem-solving skills

Independency,

understanding and engaging in interactions

Familiar with all aspects of cyber-security including business, policy, procedures,

communications security, network security, security management, legal issues,

political issues, and technical issues

aware of the cybersecurity aspect

Knowledge of Palestinian and international cyber laws for digital crimes and

Internet laws

Application and implementation of various techniques for achieving message
confidentiality, integrity, authentication, and non-repudiation, Symmetric ciphers, Classical
encryption techniques, Block ciphers (DES, AES); Block cipher operation, Random bit
generation, Stream ciphers; Asymmetric ciphers (RSA, Diffie-Hellman Key Exchange,
Elgamal Cryptographic System, Elliptic Curve Cryptography), Cryptographic data integrity
algorithms, Cryptographic hash functions, Message authentication codes, Digital signatures)
Some soft competences such as key management and distribution. technical Aptitude,
Ability, understanding, and usage of active listening skills, a deep understanding of how
hackers work and ability to keep up with the fast pace of change in the criminal cyber-
underworld

Complexity of
the Occupation

Responsibility:

As an Endpoint Security Engineer, you will be responsible for Endpoint Protection Engineering &
Management as well as the related configuration of the Vulnerability Management tools. In the role
of Endpoint Security Engineer, you must be able to work and adapt in a fluid, fast-paced environment

Autonomy:

They take care of customers’ demands, show initiative, communicate adequately with customers and
advice customers regarding design and materials, appropriate accessories and styling.

Flexibility:
e Preparing estimates and budgets.
e Creating accurate project specifications.

o Designing engineering experiments.




e  Creating technical reports for customers.

e Completing regulatory documents concerning safety issues.

Core Competencies:

e Define Malwares characteristics and definitions, Define the concept Social engineering,
explain the concept of network Sniffing DDoS (define the concept of DdoS Define the
concept Reconnaissance and its tools

e Applied Cryptography

e Mastering Operating Systems Security

Career Options | A person with Endpoint security technology qualification shall be able to work in the following
places:

It companies

Banks

Companys

Universities

Military institutions

Police departments
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100 Introduction of Security concept

150 Mastering Operating Systems Security
Applied Cryptography
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4.1 Introduction of Security concept

Introduction of Security concept

Module: 2 Time duration: 100

Goal Description

The aim of this module is introducing the trainer to

Introduce participants to Awareness necessity Define Malwares characteristics and definitions
Define the concept Social engineering Explain the concept of network Sniffing DDoS and Define
the concept Reconnaissance and its tools.

Furthermore this module will concentrate on some soft competences such as: Showing criticism
ability (active and passive), Acting upon rules of team work and Analyzing customer needs

Contents:

Malwares characteristics
Social engineering
network Sniffing DDoS

Reconnaissance

4.2

Mastering Operating Systems Security

Mastering Operating Systems Security




Module: 2 Time duration: 150

Goal Description:
The aim of this module to enable the student in:-

Using different applications and programs to perform required tasks and stop
unauthorized interference

Performing regular OS patch updates.

Installing updated antivirus engines and software.

Scrutinizing all incoming and outgoing network traffic through a firewall.
Creating secure accounts with required privileges only (i.e., user management).
BYOD(bring your own device) security

Furthermore it concentater on some soft competences such as:

problem-solving skills

Independency,

understanding and engaging in interactions

Familiar with all aspects of cyber-security including business, policy, procedures,
communications security, network security, security management, legal issues, political
issues, and technical issues

aware of the cybersecurity aspect

Knowledge of Palestinian and international cyber laws for digital crimes and Internet
laws

Contents:

applications and programs to perform required tasks
OS patch updates

antivirus engines

secure accounts

BYOD

4.3 Applied Cryptography

Applied Cryptography




Module: 3 Time duration: 150

Goal Description
The goals of this module are:

o application and implementation of various techniques for achieving message confidentiality,
integrity, authentication, and non-repudiation
Symmetric ciphers
Classical encryption techniques
Block ciphers (DES, AES); Block cipher operation
Random bit generation
Stream ciphers; Asymmetric ciphers (RSA, Diffie-Hellman Key Exchange, Elgamal
Cryptographic System, Elliptic Curve Cryptography)
Cryptographic data integrity algorithms (Cryptographic hash functions
Message authentication codes
Digital signatures)
And some soft competences such as:
e Key management and distribution.
e technical Aptitude
e Ability, understanding, and usage of active listening skills
e A deep understanding of how hackers work and ability to keep up with the fast pace of change in
the criminal cyber-underworld

Contents:
various techniques for achieving message
Symmetric ciphers
Classical encryption techniques
Block ciphers (DES, AES); Block cipher operation
Random bit generation
Stream ciphers; Asymmetric ciphers (RSA, Diffie-Hellman Key Exchange, Elgamal
Cryptographic System, Elliptic Curve Cryptography)
Cryptographic data integrity algorithms (Cryptographic hash functions
Message authentication codes
Digital signatures)
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